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Statement of the Problem: The healthcare sector is facing an unprecedented crisis and pressure on its staff as cyber threats 
and ransomware attacks increase human vulnerability across the workforce. Attacks that play with patients' lives and put the 
resilience of the healthcare heroes to the test. In 2020 alone, more than 1 in 3 health care organizations globally reported 
being hit by ransomware, according to a survey of IT professionals. (Reference). Cyber breaches have increased by 600% since 
COVID. Over 96% are due to social engineering attacks, e.g., the emotional manipulation of human vulnerability to steal data, 
inflict digital pain, and in some cases result in patient’s death due to data hijacking (Reference). Methodology & Theoretical 
Orientation: Emotional intelligence is concerned with understanding oneself and others, relating to people, and adapting to and 
coping with the immediate surroundings to be more successful in dealing with environmental demands. Emotional intelligence 
is tactical (immediate functioning), while cognitive intelligence is strategic (long-term capacity). Findings: If emotional 
intelligence is central to how we cope, we would expect individuals with high EQ to be more likely to use adaptive coping styles 
than maladaptive styles. Research has shown that the EQ-I 2.0 model is a positive predictor in using adaptive coping styles 
(“rational” and “detached”) and a negative predictor in using maladaptive coping styles (“emotional” and “avoidance”) (Petridis 
et al., 2007). Furthermore, this research suggests that EQ is a predictor of coping style selection above any effects contributed 
by personality (e.g., the Big Five). Conclusion & Significance: Through an interactive workshop, participants will leave with 
practical EQ strategies to develop new coping mechanisms and reduce their human vulnerability and minimize the pain of 
cybercrime by building emotional firewalls.
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